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Executive Summary

IT security administrators have long focused on securing the network perimeter. While focus on
the perimeter is important, organizations have realized the need to secure their internal networks in
order to stem the sharp increase of worms and other attacks introduced directly inside the network
via mobile and wireless devices. However, while many of the same principles used to construct
and operate perimeter security solutions also apply to internal networks, internal security can be
more complex, require higher performance and have unique requirements. As a result, existing
perimeter security solutions (e.g. patches, antivirus software, switch and router-based solutions,
legacy firewalls, and intrusion detection and prevention systems) are inadequate for securing
internal systems.

This white paper details the security requirements for internal networks and discusses why existing
perimeter security solutions are unable to fulfill these requirements. The paper also describes how
Check Point InterSpect™ uses proven and new technologies, methodologies, and approaches to
address the security challenges unique to internal networks.

Check Point InterSpect
e Intelligent Worm Defender™ that restricts the spread of worms and attacks inside the network

e Network zone segmentation capabilities that isolate attacks and prevent them from spreading
through the network

¢ Quarantine of suspicious computers

e Comprehensive LAN protocol protection to guard against attacks while maintaining
application connectivity

e Preemptive attack protection that stays a step ahead of exploits and intruders
e Comprehensive management environment tailored to internal network requirements

¢ Non-disruptive deployment in existing network infrastructures

Internal Networks: an Under-Guarded Resource

Historically, IT security organizations have focused security resources on the network perimeter.
Yet, even organizations with strong perimeter security can fall victim to attack when legitimate,
authenticated users introduce attacks from inside the network through mobile and wireless
devices. Once inside firewall boundaries, these attacks easily evade the limited internal controls,
such as anti-virus scanners. For example, the Blaster worm, which commonly propagated among
network users after being introduced by an internal source, caused more than $500 million (USD)
in economic damages (source: Computer Economics, Inc.). Organizations must therefore augment
their existing perimeter security solutions by implementing controls directly within the internal
“back-end” environment.
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Internal Networks Present Unique Security Challenges

At the perimeter, organizations control access and prevent attacks by creating de-militarized
zones that incorporate firewalls, authentication, intrusion detection, and anti-virus solutions.
Security solutions for internal networks require similar functionality, but must also address
additional requirements.

Internal networks are characterized by greater scale and complexity than external networks. While
securing network perimeters, administrators typically work with a network environment that includes
multiple systems and hundreds of megabytes of traffic. On the other hand, internal networks may
include thousands of systems and gigabytes of traffic.

The application environment for an external network may include dozens of applications and

related protocols. These standard, well-defined applications adhere strictly to protocols and run in

a client-to-server configuration. In contrast, internal networks may include a much wider range of
applications and underlying protocols. Many internal applications are homegrown, adhere loosely to
protocols, and are not “hardened” for security.

Finally, the management environment for external networks involves a limited number of user
classifications. As a result, administrators usually configure firewalls to block unknown traffic.

The internal management environment includes a far greater number of user roles and groups,
resulting in a much more complicated set of policies and controls. Since traffic must flow freely on
an internal network, administrators of internal networks cannot block traffic categorically. In order
to maintain internal network business continuity, administrators must allow all traffic except attack
or clearly inappropriate traffic.

Any solution that attempts to provide internal security must account for the above differences.

What is Needed to Secure Internal Networks?

To meet the requirements of internal networks, a security solution must:

¢ Protect against common and troublesome attacks, such as worms and blended threats,
which legitimate users might unleash on the network (these attacks often occur at the
application layer)

e Segment the network into separate security zones to limit any attacks that do occur to a
single sub-network, and to prevent users within the organization from accessing data to
which they are not authorized

e Quarantine suspicious or unpatched computers to isolate attacks and compromised devices

e Enable mission-critical application communications to continue while eliminating attack traffic
from network and application layers

¢ Provide proactive defenses against both known and undiscovered vulnerabilities and attacks
¢ Provide the unique management capabilities necessary for internal environments
e Be easy to deploy as part of a larger corporate security environment

e Provide excellent performance to support the higher throughput requirements of an
internal network
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Existing Solutions are Not Optimized for Internal Networks

Many conventional security products and approaches can be applied to internal security, including
patches, antivirus software, switch and router based solutions, firewalls, and intrusion detection
and prevention solutions. However, these solutions are not well-tuned to fully address the unique
requirements of internal networks.

Patches

One common method used to secure internal systems is to install application patches. While the
timely installation of a patch can eliminate specific vulnerabilities, patches will never offer a complete,
fail-proof security solution for internal networks. To start with, patches are not always available.

And over the past two years, the time between the initial identification of the vulnerability and the
development of an attack that exploits that vulnerability has shrunk dramatically. Therefore, vendors
may not be able to provide patches quickly enough to deflect well-aimed attacks.

Even when patches are available, managing and installing patches is becoming a huge burden.
Patch quality is often poor, requiring organizations to test each patch to ensure that it doesn’t cause
problems on the network. Because current patch-management processes remain ad-hoc and
manual, installing patches on all systems in a large network is time and resource intensive. To further
complicate matters, industry trends indicate that software vendors are releasing an increasing
number of security and software fixes. The trend is likely to continue, and the patch management
process will only become a more daunting challenge as the number of patches continues to grow.

Finally, not all vulnerabilities involve design or coding errors; they may result from configuration
errors, such as a poorly constructed security policy. Patching is irrelevant in these cases.

Antivirus Software

Antivirus software is a ubiquitous and important security measure that protects desktop and server
machines against many known viruses. However, virus software is notoriously bad at providing
protection against worms. Because antivirus software is signature-based, it is purely reactive and
unable to protect against new, previously unknown threats. For these reasons, antivirus software
can be thought of as an “anti-nuisance” tool because it prevents the nuisance of being infected

by a previously known virus. However, anti-virus software has severe limitations when trying to
proactively defend vulnerabilities before the vulnerability is exploited by a new attack.

Switch- and Router-based Security Solutions

Some switch- and router-based security solutions apply security functions to any traffic that passes
through the switch and router. When they detect an attack, these solutions completely shut down
access to affected ports. This is an unacceptable response for an internal network. Moreover, these
solutions detect attacks only at the network protocol layer and are unable to furnish application-
level protection. Security policy for switches and routers can also be extremely difficult to configure
for an internal network since administrators must explicitly allow certain traffic types — often a time
consuming process.
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Firewalls

Enterprise firewalls have emerged as the staple of perimeter security architecture because they
defeat most attacks when used to enforce a properly defined security policy. But while firewalls
provide effective perimeter security, vendor implementations vary widely when it comes to providing
the ability to inspect application protocols and preemptively prevent attacks. Additionally, firewalls
are usually designed to block all traffic that is not specifically permitted. Since internal network
environments consists of numerous applications and protocols, many of which are homegrown,
configuring “allowed” internal traffic using perimeter firewalls can be a difficult task. Perimeter
firewalls also lack internal quarantine capabilities, which are important to internal network security.

Intrusion Detection and Prevention Systems

Intrusion Detection Systems (IDS) are designed to detect application-level attacks by examining
data for patterns and anomalies that indicate an attack. IDS solutions then announce suspicious or
anomalous traffic and wait for manual intervention. IDS are traditionally used to fine-tune a security
policy and defenses after a security incident has occurred, but do not offer proactive protection.

Intrusion Protection Systems (IPS) use an evolved form of intrusion detection technology to actively
block perceived threats to a network based on similar signatures. Most IPS are not acceptable

for internal networks because they typically shut down an entire port (and therefore all application
connectivity) when an anomaly is detected, rather than simply ‘screen—out’ suspicious traffic. IPS
are also heavily signature-based, and like all signature-based solutions have difficulty proactively
thwarting previously unknown threats.

Additionally, IDS and IPS are notorious for their complicated configuration and management
paradigms. Many organizations have difficulty successfully deploying traditional IDS and IPS at the
perimeter, not to mention inside the network where non-disruption to existing traffic is a key concern.

Check Point InterSpect: Meeting the Security Challenges of Internal Networks

Check Point, known for its leading security management architecture and proactive security solutions,
has addressed the unique challenges of securing internal networks with InterSpect, the first and only
complete Internal Security Gateway ™. InterSpect combines technologies designed specifically for
LANSs, and other proven technologies, to offer multiple layers of attack protection within the “back-
end” (internal) network through the following features:

e Intelligent Worm Defender™ restricts the spread of worms and attacks inside the network

e Network zone segmentation limits attacks to sub-networks and minimizes unrestricted
employee access

e Quarantine capabilities contain attacks to individual systems and isolate unpatched servers

e Comprehensive LAN protocol protection supports protocols and applications used inside the
network to maintain application connectivity

¢ Pre-emptive attack protection enables the gateway to guard against known and unknown
threats, and to safeguard vulnerabilities before they are exploited by an attack

e A management environment that manages internal and external security devices and
supports the uniqgue management requirements of internal networks

e Non-disruptive deployment in a wide variety of existing network infrastructures

¢ High performance that does not impact network throughput
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Placement Options for InterSpect LAN Deployment

In front of
several workgroups

In front of a single
key workgroup

In front of server
farm uplinks

Behind WAN
Access routers

Intelligent Worm Defender

Worms are one of the most ubiquitous threats to internal networks today. InterSpect Intelligent Worm
Defender blocks the spread of worms and attacks through the use of Check Point INSPECT™,

the industry’s most intelligent and adaptive inspection technology. The patented Check Point
INSPECT engine uses Stateful Inspection and Application Intelligence™ to enforce the security
policy on the InterSpect gateway. InterSpect examines all application layers, and brings cumulative
data from the network configuration, security rules, and communication and application states to
evaluate connection attempts. By incorporating an understanding of how LAN and Windows-based
applications are used on the network, InterSpect ensures that network traffic conforms to protocol
standards and expected usage. InterSpect also ensures secure use of Microsoft applications in
situations where other solutions force a trade-off between connectivity and security. For example,
the Blaster Worm exploited the MS-RPC protocol; InterSpect can block malicious RPC connections
while allowing non-dangerous RPC connections to proceed.

Because the InterSpect gateway watches traffic as it flows through the network, it can also catch
fast moving worms that other technologies are unable to detect or contain. For example, virus
protection software can protect a system only when malicious files attempt to write themselves to
disk. Because SQL Slammer fits into a single packet that is never written to disk, anti-virus software
is useless in the face of this type of attack. IDS solutions that do recognize SQL Slammer are unable
to react quickly enough to defend against it because they require manual intervention.

Network Zone Segmentation

Internal networks can contain thousands of individual systems. InterSpect can be deployed

at various points in the infrastructure to segment the network into multiple security zones, and

to control access and communications between these zones. InterSpect allows all necessary
traffic to flow throughout the network, yet prevents unauthorized (intentional or unintentional) use
between segments. InterSpect allows configuration of physical or virtual zone segments, and
allows organizations to enforce zone-based security policy, thus enabling true organizational or
departmental security zones.

Quarantine of Suspicious Computers

InterSpect’s quarantine capabilities can isolate suspicious systems to contain attacks. The
quarantine capabilities can be configured to automatically isolate computers when they fall victim

i
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to an attack, thus preventing the spread of infection to other systems. Network administrators can
use the quarantine capability to isolate servers and mitigate risks before and during the patching
process. The following examples illustrate these two quarantine scenarios.

Scenario 1—InterSpect Quarantines Suspicious Computers
1.InterSpect segments the network into separate security zones
2.InterSpect identifies a suspicious or infected computer in one of the security zones

3.InterSpect isolates the suspicious or infected computer from the network so it cannot
infect computers in other zones

Scenario 2—InterSpect Quarantines Unpatched Computers
1.InterSpect segments the network into security zones
2.Administrator identifies a group of unpatched servers
3. Administrator sets up a quarantine of the unpatched servers

4. Administrator patches the quarantined servers, while InterSpect ensures that the rest of the
network is protected

When a system is quarantined, InterSpect’s unique notification capabilities can provide notification
messages to quarantined users. This feature reduces the total cost of ownership for the InterSpect
gateway by reducing time spent troubleshooting connectivity issues during user calls to technical
support. Another way that InterSpect reduces management complexity is by allowing a quarantine to
be unidirectional, meaning that a quarantined machine cannot perform outbound communications
but can still receive inbound communications. This unidirectional quarantine prevents a suspicious
computer from infecting others yet allows it to be cleansed or receive patches remotely.

Comprehensive LAN Protocol Protection

Internal networks use more and different protocols than perimeter networks. Internal network
security products require a deep understanding of LAN protocols if they are to block attack

traffic while allowing all other traffic to flow normally. InterSpect utilizes Check Point’s Application
Intelligence and Stateful Inspection to provide the industry’s deepest, most comprehensive support
for Microsoft and other LAN protocols. Supported protocols include Microsoft RPC, CIFS, MS SQL,
DCOM, DCE RPC, HTTP, and many others.

Pre-emptive Attack Protection

Successful attacks take advantage of either known or previously unknown vulnerabilities. Most
security solutions on the market today guard only against known vulnerabilities. Check Point,
however, takes a proactive approach to security with products that utilize a deep understanding of
how protocols can be used and misused to guard against both known and unknown threats.

Check Point InterSpect incorporates Stateful Inspection and Application Intelligence to actively
protect internal networks from known and unknown attacks. Because new types of threats are
continually emerging, Check Point also monitors industry vulnerability forums and works with
application software vendors to identify vulnerabilities and develop appropriate safeguards
before the vulnerabilities are exploited, and often before the vulnerability is even discovered.
Check Point provides customers with the resulting updates to the pre-configured defenses via the
SmartDefense™ Subscription Service.

Check Point’s track record speaks for itself. Check Point has delivered safeguards and defenses
for new or potential vulnerabilities in HTTP 1.1, SIP, CIFS and DCE RPC before these vulnerabilities
became public, and in many cases before the vulnerabilities were discovered.
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Seamless Management and Non-Disruptive Deployment

InterSpect includes powerful management tools, based on the Check Point Security Management
Architecture (SMART), which simplify administration and boost productivity.

Seamless management is integrated into InterSpect’s non-disruptive deployment paradigm to allow
for easy deployment and management in almost any existing network environment. Some of the
capabilities that allow InterSpect to be deployed in a non-disruptive manner include:
e Multiple in-line deployment modes (bridge, switch, or router), which are discussed below
in more detail.

Monitor-only capability to allow the product to be deployed in-line but not block traffic. This
attribute allows a system administrator to “test” the product in-line, determine what malicious
or undesirable content would be caught, but not actually perform blocking. With the monitor-
only capability activated, logs and reports are generated, and the system administrator can
fine-tune defenses as appropriate. When the administrator feels comfortable with a defense,
he or she can switch from monitor-only to fully active mode. The monitor-only capability is set
on a defense by defense basis (i.e., some defenses can be in monitor-only mode while others
are in fully active mode).

e Exception lists to allow certain traffic or communications to always be allowed, or conversely
to always be blocked.
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InterSpect's management interface is specialized
for internal security, providing a simple,

powerful interface for configuring network zone
segmentation and exception policies.
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To enable organizations to best deploy the gateway into their networks, InterSpect can be deployed
in one of three modes: bridge mode, switch mode, and router mode.

Bridge mode protects the internal network by dividing it into protected zones. Each zone bridges
one or more Ethernet segments to the backbone and is invisible to the IP network. With bridge
mode, organizations benefit from simple and fast segmentation, non-disruptive deployment, and
application-layer protection for legacy firewalls.

Switch mode, which is InterSpect’s default configuration, allows InterSpect to replace a network
switch. In switch mode, InterSpect acts as a multi-port switch that links all ports together to make a
single zone. Organizations need not configure any zones or perform any other configuration. Switch
mode can be used for transparent deployment of worm defenses and quarantine capabilities for
every network segment when full segmentation is not required.

Router mode allows organizations to use InterSpect to replace a router. They simply configure
every active port with the same IP address as the router being replaced. Router mode provides
sophisticated network zone segmentation for multiple security zones.
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Excellent Performance

Because of their greater traffic, internal networks require much higher performance from a security
gateway than do external networks. InterSpect offers excellent performance when used with
internal networks. The InterSpect INSPECT Engine imposes negligible processing overhead on the
gateway because it runs inside the system kernel; it requires no context switching, and achieves
low-latency operation. InterSpect also includes SecureXL™, an open interface that enables
administrators to offload intensive security operations to third-party hardware or optimized
software. As aresult, InterSpect can deliver gigabit performance levels that will not impact the
throughput of internal networks.

Conclusion

Unlike point security products designed for perimeter defense, Check Point InterSpect uses
proven security technologies to address the unique challenges involved in protecting internal
networks. The Intelligent Worm Defender protects against the most common and costly internal
attacks. Quarantine and network zone segmentation offer multiple layers of attack protection and
security segmentation. Comprehensive LAN protocol protection guards against application-layer
attacks while allowing normal LAN communications to continue uninterrupted. Proactive attack
prevention keeps the solution one step ahead of intruders. Along with these features, InterSpect
provides the high throughput internal networks require and management capabilities that address
the singular concerns of internal networks, while providing a comprehensive management
environment for all network security systems. Taken together, these features provide the most
comprehensive protection available to internal networks today, while reducing the total cost of
ownership of internal security deployment.

About Check Point Software Technologies

Check Point Software Technologies is the worldwide leader in securing the Internet. It is the
confirmed market leader of both the worldwide VPN and firewall markets. Check Point provides
Intelligent Security Solutions for Perimeter, Internal and Web Security. Based on INSPECT, the most
adaptive and intelligent inspection technology and SMART Management, which provides the
lowest TCO for managing a security infrastructure, Check Point’s solutions are the most reliable and
widely deployed worldwide. Check Point solutions are sold, integrated and serviced by a network
of 1,900 certified partners in 86 countries. For more information, please call us at (800) 429-4391 or
(650) 628-2000 or visit us on the Web at http://www.checkpoint.com or at http://www.opsec.com.
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